DPA Compliance Checklist

This checKist verifies that the Data Processing Agreement (DPA) meets all GDPR Article 28 requirements and best practices for a B2B
SaaS provider.

GDPR Article 28 Requirements

Article 28(1) - Written Contract

e [x] DPAisin writing (including electronic form)
[x] DPA sets out subject matter and duration of processing

e [x] DPA specifies nature and purpose of processing
[x] DPAidentifies types of personal data and categories of data subjects
[

x] DPA sets out obligations and rights of Controller

Article 28(2) - Processing Instructions

e [x] Processor processes only on documented instructions from Controller
e [x] Processor must inform Controller if instruction violates GDPR
e [x] Processor cannot process for other purposes without authorization

Article 28(3) - Processor Obligations

e [x] Confidentiality obligations for authorized persons

e [x] Security measures (technical and organizational)

e [x] Engagement of subprocessors only with Controller's authorization

e [x] Assistance with Controller's obligations regarding data subject rights
[x] Assistance with security, breach notification, and impact assessments

e [x] Deletion orreturn of data at end of processing
[x] Demonstration of compliance and audit rights

e [x] Compliance with subprocessor requirements

Subprocessor Requirements (Article 28(2) and (4))

e [x] Subprocessor list is maintained and provided

[x] Controller authorization for subprocessors (general or specific)
[x] Notification process for new subprocessors

[x] Right to object to subprocessor changes

[x] Subprocessors bound by same obligations as Processor

International Transfers (Chapter V GDPR)

e [x] Transfersto third countries are identified

e [x] Appropriate safeguards are specified (SCCs, adequacy decisions)
e [x] Stripe transfer mechanism documented (SCCs)

e [x] Future MongoDB US transfer mechanism addressed

Security Measures (Article 32)

[x] Technical measures specified (encryption, access controls, etc.)
[x] Organizational measures specified (training, confidentiality, etc.)
[x] Measures appropriate to risk level

e [x] Regularreview and updates mentioned

Data Breach Notification (Article 33)

[x] Notification timeline specified (72 hours/without undue delay)
[x] Required information in notification specified

[x] Documentation of breaches required

e [x] Cooperation with Controller specified

Data Subject Rights (Chapter il GDPR)

e [x] Processor assistance obligations specified
e [x] Response timelines specified (30 days)
e [x] All data subject rights addressed:

o [x] Right of access (Article 15)



[x] Right to rectification (Article 16)

[x] Right to erasure (Article 17)

[x] Right to restriction (Article 18)

[x] Right to data portability (Article 20)
o [x] Right to object (Article 21)
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Data Protection Impact Assessments (Article 35)

e [x] Processor assistance with DPIAs specified
e [x] Prior consultation assistance mentioned

Records of Processing (Article 30)

e [x] Processor obligation to maintain records specified
e [x] Required information in records specified
e [x] Availability to Controller and authorities specified

Data Return and Deletion

e [x] Retumn or deletion upon termination specified
[x] Retention period specified (30 days)

[x] Exceptions for legal requirements specified
[x] Deletion procedures specified

[x] Confirmation of deletion specified

Audit Rights

[x] Controller's right to audit specified

[x] Audit procedures and notice requirements specified
[x] Third-party audit reports accepted

[x] Cost allocation specified

Additional Best Practices

Legal Structure
e [x] Estonian company (OU) properly identified
e [x] Govemning law specified (Estonian/EU law)
e [x] Jurisdiction specified

Liability and Indemnification

e [x] Liability limitations addressed
e [x] Indemnification clausesincluded
e [x] Riskallocation clear

Contract Management

[x] Term and termination provisions
[x] Survival clauses specified

[x] Amendment procedures specified
[x] Entire agreement clause

Contact Information

e [x] Processor contact details section
e [x] Data protection inquiry process
e [x] Supervisory authority information

Documentation
e [x] Subprocessor list maintained separately

e [x] Easy to update subprocessor list
e [x] Clear version control

Data Categories Coverage

Based on codebase analysis, all identified data types are covered:

e [x] User/Employee data (email, metadata, authentication)



[x] Company data (names, addresses, VAT, contact info)
[x] Work order data (assignments, schedules, descriptions)
[x] Equipment data (names, locations, serial numbers)
[x] Team data (members, leaders)

[x] Support data (tickets, messages, images)

[x] Notification data

[x] Subscription data (Stripe customer IDs, billing)

Subprocessor Coverage

All identified subprocessors are documented:

[x] MongoDB Atlas (database hosting)

[x] Stripe (payment processing)

[x] Custom SMTP (email delivery)

[x] SuperTokens (authentication - self-hosted, documented for transparency)

Notes for Implementation

1.

Fill in Placeholders: Update the following in the DPA:

o [REQUIRED] Company address (Section 16.1)

o [REQUIRED] Data protection email (Section 16.1 and subprocessors.md v1.1)
[REQUIRED] SMTP provider details (subprocessors.md v1.1 - Section 3)

o [REQUIRED] SuperTokens infrastructure location (subprocessors.md v1.1 - Section 4)

(<]

Review with Legal Counsel: While this DPA is comprehensive, it should be reviewed by legal counsel familiar with Estonian
and EU data protection law.

Customize as Needed: Some clauses may need customization based on:

o Specific service features
o Industry requirements
o Customer requirements

Regular Updates:

o Update subprocessor list as services change
o Review DPA annually or when regulations change
o Update security measures descriptions as infrastructure evolves

Customer Acceptance: Ensure customers sign/accept the DPA as part of the service agreement.

Status: All critical GDPR Article 28 requirements are met.

DPA Version: 2.1 (updated March 2026 — version bump, formatting fixesin Section 16.1, cross-referencesto Terms and Conditions and
Privacy Policy added in Section 17.5, contact email consistency fix in subprocessors.md)
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