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This Data Processing Agreement ("DPA") forms part of the contractual relationship between Nations Overload OÜ ("Processor" or "we")
and the customer ("Controller" or "you") who has entered into a service agreement for the use of Lean Maintenance Scheduler ("Service"
or "LMS").

This DPA sets out the terms that apply when Processor processes personal data on behalf of Controller in connection with the Service.
This DPA is incorporated into and forms part of the main service agreement between the parties.

1. Definitions

1.1. "Controller" means the entity that determines the purposes and means of processing personal data.

1.2. "Processor" means Nations Overload OÜ, an Estonian l imited company (OÜ), which processes personal data on behalf of the
Controller.

1.3. "Data Subject" means an identified or identifiable natural person whose personal data is processed.

1.4. "Personal Data" means any information relating to an identified or identifiable natural person.

1.5. "Processing" means any operation or set of operations performed on personal data, including collection, recording, organization,
structuring, storage, adaptation, alteration, retrieval, consultation, use, disclosure, alignment, combination, restriction, erasure, or
destruction.

1.6. "GDPR" means Regulation (EU) 2016/679 (General Data Protection Regulation).

1.7. "Subprocessor" means any third party engaged by Processor to process personal data on behalf of Controller.

1.8. "Data Breach" means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure
of, or access to, personal data.

1.9. "Superv isory Authority" means an independent public authority responsible for monitoring the application of GDPR.

2. Scope and Subject Matter

2.1. This DPA applies to all processing of personal data by Processor on behalf of Controller in connection with the provision of the Lean
Maintenance Scheduler service.

2.2. Processing Activ ities: Processor provides a Software-as-a-Service (SaaS) platform that enables Controller to:

Track and manage work orders and maintenance tasks
Plan and schedule maintenance activities
Manage equipment and asset information
Organize teams and assign work orders
Communicate via support tickets and notifications
Process subscription and bil l ing information

2.3. Duration: Processing wil l continue for the duration of the service agreement and unti l all personal data is deleted or returned in
accordance with this DPA.

3. Data Categories and Processing Details

3.1. Categories of Personal Data Processed:

a) User/Employee Data:

Email addresses
User metadata and profi le information
Authentication credentials and session data
User roles and permissions
Account creation and activity timestamps

b) Company/Organization Data:



Legal company names
Business addresses (street, city, postal code, state, country)
VAT identification numbers
Contact email addresses
Company verification status

c) Work Order and Maintenance Data:

Work order titles, descriptions, and details
Assignment information (assigned users and teams)
Work schedules, start dates, end dates, and completion dates
Task descriptions and durations
Priority levels and status information
Equipment maintenance records
Work order plan information

d) Equipment and Asset Data:

Equipment names, types, and identifiers
Equipment locations
Serial numbers and model numbers
Manufacturer information
Equipment status and maintenance history
Equipment images

e) Team and Organizational Data:

Team names and compositions
Team member assignments
Team leader designations

f) Support and Communication Data:

Support ticket subjects and descriptions
Messages and communications
Attached images and fi les
Ticket status and priority information

g) Notification Data:

User notifications and messages
Notification read status
Notification importance flags

h) Subscription and Billing Data:

Stripe customer identifiers
Subscription status and periods
Bil l ing period information
Payment-related metadata

3.2. Data Subjects: The personal data relates to:

Employees and authorized users of Controller
Company representatives and administrators
End users accessing the Service on behalf of Controller

3.3. Processing Operations:

Collection and storage of personal data
Retrieval and access to personal data
Organization and structuring of data
Analysis and reporting
Transmission and disclosure (as necessary for service provision)
Deletion and destruction

3.4. Legal Basis: Controller is responsible for ensuring that processing has a lawful basis under GDPR Article 6, which may include:

Consent of the data subject
Performance of a contract
Compliance with a legal obligation
Legitimate interests



4. Processor Obligations

4.1. Processing Instructions: Processor shall:

Process personal data only on documented instructions from Controller
Not process personal data for any purpose other than providing the Service
Not disclose personal data to third parties except as specified in this DPA or with Controller's prior written consent
Immediately inform Controller if Processor believes any instruction violates applicable data protection laws

4.2. Confidentiality: Processor shall ensure that persons authorized to process personal data are bound by confidentiality obligations or
are under an appropriate statutory obligation of confidentiality.

4.3. Security Measures: Processor shall implement appropriate technical and organizational measures to ensure a level of security
appropriate to the risk, including:

Encryption: Encryption of personal data in transit (TLS/SSL) and at rest
Access Controls: Role-based access controls and authentication mechanisms
Network Security: Firewalls, intrusion detection, and network segmentation
Monitoring: Logging and monitoring of access to personal data
Backup and Recov ery: Regular backups and disaster recovery procedures
Security Updates: Regular security patches and updates
Staff Training: Regular security and data protection training for personnel

4.4. Data Breach Notification: Processor shall:

Notify Controller without undue delay (and in any event within 72 hours) after becoming aware of a Data Breach
Provide Controller with all available information regarding the Data Breach, including:

Nature of the breach
Categories and approximate number of data subjects affected
Categories and approximate number of personal data records concerned
Likely consequences of the breach
Measures taken or proposed to address the breach

Cooperate with Controller in investigating and remediating the breach
Assist Controller in meeting its notification obligations to supervisory authorities and data subjects

4.5. Assistance with Data Subject Rights: Processor shall assist Controller in responding to requests from data subjects to exercise their
rights under GDPR, including:

Right of access (Article 15)
Right to rectification (Article 16)
Right to erasure ("right to be forgotten") (Article 17)
Right to restriction of processing (Article 18)
Right to data portabil i ty (Article 20)
Right to object (Article 21)

Processor shall respond to Controller's requests for assistance within a reasonable timeframe, not exceeding 30 days.

4.6. Data Protection Impact Assessments: Processor shall assist Controller in carrying out Data Protection Impact Assessments (DPIAs)
where required under GDPR Article 35, and in prior consultation with supervisory authorities where necessary.

4.7. Records of Processing: Processor shall maintain records of all processing activities carried out on behalf of Controller, as required
by GDPR Article 30(2), including:

Name and contact details of Processor and any Subprocessors
Categories of processing carried out
Transfers of personal data to third countries
General description of technical and organizational security measures

5. Controller Obligations

5.1. Lawful Basis: Controller is responsible for ensuring that it has a lawful basis for processing personal data and that all necessary
consents, where required, have been obtained from data subjects.

5.2. Data Accuracy: Controller shall ensure that personal data provided to Processor is accurate, complete, and up-to-date.

5.3. Instructions: Controller's instructions to Processor must be lawful and in compliance with applicable data protection laws.

5.4. User Access Management: Controller is responsible for managing user access, permissions, and authentication within the Service.



5.5. Notification: Controller shall promptly notify Processor of any changes to the scope, purpose, or legal basis of processing.

6. Subprocessors

6.1. Authorization: Controller generally authorizes Processor to engage Subprocessors to process personal data, provided that Processor:

Ensures Subprocessors are bound by data protection obligations equivalent to those in this DPA
Remains fully l iable for the performance of Subprocessors
Maintains an up-to-date l ist of Subprocessors (see Schedule A)

6.2. Current Subprocessors: Processor currently engages the following Subprocessors:

MongoDB Atlas - Database hosting and data storage (EU region, with potential future US region)
Stripe, Inc. - Payment processing and subscription management (US-based)
Custom SMTP Serv er - Email delivery service for authentication and notifications
SuperTokens - Authentication service infrastructure (self-hosted with MySQL database)

6.3. Notification of Changes: Processor shall notify Controller of any intended changes concerning the addition or replacement of
Subprocessors. Controller may object to such changes within 30 days of notification. If Controller objects, Processor wil l work with
Controller to find a mutually acceptable solution. If no solution is found, Controller may terminate the affected part of the Service.

6.4. Subprocessor Agreements: Processor shall ensure that all Subprocessors are bound by written agreements that impose data
protection obligations equivalent to those in this DPA.

6.5. Subprocessor List: An up-to-date l ist of Subprocessors, including their location and services provided, is maintained in Schedule A
to this DPA.

7. International Transfers

7.1. EU to US Transfers: Processor uses Stripe, Inc. (a US-based payment processor) for payment processing. Such transfers are subject to
appropriate safeguards:

Standard Contractual Clauses (SCCs) approved by the European Commission
Stripe's Data Processing Agreement, which includes SCCs
Additional technical and organizational measures to protect personal data

7.2. Future MongoDB US Database: Processor may establish a separate MongoDB Atlas database in the US region in the future. In such
case:

Processor wil l notify Controller in advance
Appropriate transfer mechanisms wil l be implemented (SCCs or adequacy decision)
Controller wil l have the right to object to such transfer
Data location wil l be clearly documented

7.3. Transfer Mechanisms: All transfers of personal data to third countries shall be subject to:

An adequacy decision by the European Commission, or
Appropriate safeguards such as Standard Contractual Clauses, or
Other mechanisms approved under GDPR Chapter V

7.4. Data Location Transparency: Processor shall inform Controller of the location(s) where personal data is stored and processed.

8. Security Measures

8.1. Technical Measures:

Encryption: All personal data is encrypted in transit using TLS/SSL protocols. Data at rest is encrypted using industry-standard
encryption algorithms.
Access Controls: Role-based access control (RBAC) ensures that only authorized personnel can access personal data. Multi-
factor authentication is used where appropriate.
Network Security: Firewalls, intrusion detection systems, and network segmentation protect against unauthorized access.
Monitoring and Logging: Comprehensive logging and monitoring of system access and data processing activities.
Backup and Recov ery: Regular automated backups with tested disaster recovery procedures.
Security Updates: Regular security patches and updates to all systems and software.

8.2. Organizational Measures:

Staff Training: Regular data protection and security training for all personnel with access to personal data.



Confidentiality Agreements: All personnel are bound by confidentiality obligations.
Access Management: Regular review and revocation of access rights.
Incident Response: Documented procedures for responding to security incidents.
Vendor Management: Security assessments of Subprocessors.

8.3. Regular Rev iews: Processor shall regularly review and update security measures to address evolving threats and ensure continued
effectiveness.

9. Data Breach Notification

9.1. Processor shall notify Controller without undue delay, and in any event within 72 hours, after becoming aware of a Data Breach
affecting Controller's personal data.

9.2. The notification shall include, to the extent available:

A description of the nature of the breach
The categories and approximate number of data subjects concerned
The categories and approximate number of personal data records concerned
A description of the l ikely consequences of the breach
A description of the measures taken or proposed to be taken to address the breach, including measures to mitigate its possible
adverse effects

9.3. If Processor cannot provide all information at once, Processor may provide it in phases without undue further delay.

9.4. Processor shall document all Data Breaches, including the facts, effects, and remedial action taken.

9.5. Processor shall cooperate with Controller in investigating and remediating any Data Breach and in meeting Controller's notification
obligations to supervisory authorities and data subjects.

10. Data Subject Rights

10.1. Processor shall assist Controller in responding to requests from data subjects to exercise their rights under GDPR, including:

Right of Access: Providing data subjects with access to their personal data
Right to Rectification: Correcting inaccurate or incomplete personal data
Right to Erasure: Deleting personal data upon request (subject to legal retention requirements)
Right to Restriction: Limiting the processing of personal data
Right to Data Portability: Providing personal data in a structured, commonly used, and machine-readable format
Right to Object: Respecting objections to processing

10.2. Processor shall respond to Controller's requests for assistance in handling data subject rights requests within 30 days, or such shorter
period as may be required by applicable law.

10.3. If Processor receives a request directly from a data subject, Processor shall forward the request to Controller and not respond directly
unless legally required to do so.

11. Data Return and Deletion

11.1. Upon termination of the service agreement or upon Controller's written request, Processor shall:

Return all personal data to Controller in a structured, commonly used, and machine-readable format, or
Delete all personal data, unless Processor is required by applicable law to retain such data

11.2. Retention Period: Processor shall retain personal data for a maximum of 30 days after termination of the service agreement or
Controller's deletion request, unless:

A longer retention period is required by applicable law
Controller requests an earlier deletion
Personal data must be retained for legal proceedings or regulatory compliance

11.3. Deletion Procedures: Upon deletion, Processor shall:

Delete personal data from all active systems
Delete personal data from backup systems within the retention period specified above
Provide Controller with written confirmation of deletion

11.4. Legal Retention Requirements: If Processor is required by applicable law to retain personal data, Processor shall:

Notify Controller of such requirement



Limit processing to what is necessary for compliance
Delete the data as soon as legally permitted

11.5. Data Export: Controller may request export of personal data at any time during the term of the agreement. Processor shall provide
such export within 30 days of the request.

12. Audit Rights

12.1. Controller has the right to audit Processor's compliance with this DPA, subject to the following conditions:

Controller must provide at least 30 days' written notice
Audits shall be conducted during normal business hours
Audits shall not unreasonably interfere with Processor's business operations
Controller may conduct no more than one audit per calendar year, unless a Data Breach has occurred

12.2. Processor shall make available to Controller all information necessary to demonstrate compliance with this DPA and allow for and
contribute to audits, including inspections, conducted by Controller or another auditor mandated by Controller.

12.3. Processor may satisfy audit obligations by providing:

Third-party audit reports (e.g., SOC 2, ISO 27001) if available
Certifications and attestations
Documentation of security measures and procedures

12.4. Controller shall bear the costs of audits, except where audits reveal material non-compliance with this DPA, in which case Processor
shall bear the costs.

12.5. All information obtained during audits shall be treated as confidential and used solely for the purpose of verifying compliance with
this DPA.

13. Records of Processing (Article 30)

13.1. Processor shall maintain written records of all processing activities carried out on behalf of Controller, as required by GDPR Article
30(2).

13.2. The records shall include:

Name and contact details of Processor and any Subprocessors
Categories of processing carried out on behalf of Controller
Transfers of personal data to third countries or international organizations
General description of technical and organizational security measures

13.3. Processor shall make these records available to Controller upon request and to supervisory authorities upon request.

14. Liability and Indemnification

14.1. Each party's l iabil i ty under this DPA shall be subject to the l imitations and exclusions set forth in the main service agreement.

14.2. Processor shall be l iable for any damages caused by processing that violates this DPA or applicable data protection laws, except
where Processor proves that it is not in any way responsible for the event giving rise to the damage.

14.3. Controller shall indemnify Processor against any claims, losses, or damages arising from:

Controller's breach of its obligations under this DPA
Controller's instructions that violate applicable data protection laws
Controller's failure to obtain necessary consents or establish lawful basis for processing

15. Term and Termination

15.1. This DPA shall remain in effect for as long as Processor processes personal data on behalf of Controller under the service
agreement.

15.2. Upon termination of the service agreement, this DPA shall continue to apply unti l all personal data has been returned or deleted in
accordance with Section 11.

15.3. The following sections shall survive termination of this DPA:

Section 11 (Data Return and Deletion)
Section 14 (Liabil i ty and Indemnification)



Section 16.4 (Confidentiality)
Section 17 (General Provisions)

16. Contact Information and Data Protection

16.1. Processor Contact Information:

Company: Nations Overload OÜ
Address: Harju maakond, Tall inn, Lasnamäe linnaosa, Lõõtsa tn 5 // Sepapaja tn 4, 11415
Email: contact@nationsoverload.com

16.2. Data Protection Inquiries: For any questions or requests regarding data protection, Controller may contact Processor at the email
address specified above.

16.3. Superv isory Authority: Controller has the right to lodge a complaint with a supervisory authority, in particular in the Member State
of Controller's habitual residence, place of work, or place of the alleged infringement.

16.4. Confidentiality: All information exchanged between the parties in connection with this DPA shall be treated as confidential and
shall not be disclosed to third parties without the other party's prior written consent, except as required by law.

17. General Provisions

17.1. Gov erning Law: This DPA shall be governed by and construed in accordance with the laws of the Republic of Estonia and the
European Union, including GDPR.

17.2. Jurisdiction: Any disputes arising from this DPA shall be subject to the exclusive jurisdiction of the courts of Estonia, without
prejudice to the right of data subjects to bring claims before the courts of their habitual residence.

17.3. Amendments: This DPA may only be amended by written agreement signed by both parties. Processor may update Schedule A
(Subprocessor List) from time to time by providing notice to Controller.

17.4. Sev erability: If any provision of this DPA is found to be invalid or unenforceable, the remaining provisions shall continue in full
force and effect.

17.5. Entire Agreement: This DPA, together with the Terms and Conditions (legal/Terms-and-Conditions.md (Terms-and-Conditions.md)),
Privacy Policy (legal/Privacy-Policy.md (Privacy-Policy.md)), and Schedule A (Subprocessor List v1.1), constitutes the entire agreement
between the parties regarding the processing of personal data.

17.6. Counterparts: This DPA may be executed in counterparts, each of which shall be deemed an original and all of which together
shall constitute one and the same instrument.

17.7. Language: This DPA is executed in English. In case of confl ict with any translation, the English version shall prevail.

IN WITNESS WHEREOF, the parties have executed this Data Processing Agreement as of the date first written above.

Nations Ov erload OÜ (Processor)

By: Viktor Jordan (electronic signature) 
Name: Viktor Jordan
Title: Owner
Date: 2026.03.19.

Customer (Controller): By creating a company account, accepting this DPA in the Service during company registration, and/or using the
Service, the Customer electronically accepts this DPA. Acceptance details are stored as part of the LegalDocumentAcceptance record.

Schedule A: Subprocessor List

See separate legal document: Subprocessor List v1.1 (March 2026) (subprocessors.md)

This schedule l ists all Subprocessors engaged by Processor to process personal data on behalf of Controller. This l ist is updated from time
to time, and Controller wil l be notified of any changes in accordance with Section 6.3 of this DPA.
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