Privacy Policy
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Effective Date: 2026 March 19.

Nations Overload OU ("Company", "we", "us", or "our") is committed to protecting your privacy. This Privacy Policy explains how we
collect, use, store, and protect your personal data when you use the Lean Maintenance Scheduler service ("Service").

This Privacy Policy appliesto the Service (the SaaS application). For information about data processing on our marketing website
(leanmaintenance.net), please refer to the cookie consent mechanisms provided on that website.

1. Data Controller

The data controller for personal data processed through the Service is:

e Company: Nations Overload OU

e Registry Code: (Estonian Business Registry)

e Address: Harju maakond, Tallinn, Lasnaméae linnaosa, L66tsa tn 5 // Sepapaja tn 4, 11415
e Email: contact@nationsoverload.com

e Website: https://leanmaintenance.net/

When a Customer (business) uses the Service and enters personal data of its employees or team members, the Customer acts as the data
controller and Nations Overload OU acts as the data processor. The relationship between the Customer (Controller) and Nations Overload
OU (Processor) is governed by our Data Processing Agreement (Data-Processing-Agreement.md).

2. Personal Data We Collect

2.1. Account and Authentication Data

e Email addresses (used for passwordless authentication via SuperTokens)
e User metadata and profile information

Authentication session data
e Userrolesand permissions

Account creation timestamps

2.2. Company and Organization Data

Legal company names

Business addresses (street, city, postal code, state, country)
VAT identification numbers (for EU/EEA companies)
Contact email addresses

Company verification status

Company logos (if uploaded)

2.3. Service Usage Data

e Workorder titles, descriptions, assignments, schedules, and status
Equipment information (names, types, locations, serial numbers, manufacturers, status)
e Team names, compositions, and member assignments
e Maintenance schedules and plans
e Taskdescriptionsand durations

2.4. Support and Communication Data

Support ticket subjects and descriptions

e Messages and communications within the ticketing system
Attached images and files

e Notification messages and read status

2.5. Billing and Subscription Data

Stripe customer identifiers

e Subscription status and billing periods
Payment-related metadata

e Plan and pricing information
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Note: We do not directly collect or store credit card numbers, bank account details, or other sensitive payment information. All payment
processing is handled by Stripe, Inc. in accordance with PCI DSS standards.

3. How We Collect Personal Data

3.1. Directly from you: When you create an account, register a company, submit support tickets, or enter data into the Service.

3.2. Through the Service: When you use the Service, we collect data generated by your interactions (work orders, equipment records,
team assignments, etc.).

3.3. From third-party services: We receive limited data from Stripe (subscription status, customer identifiers) and SuperTokens
(authentication data).

3.4. From your employer or organization: If your account was created through an invitation from a Company Account, the inviting
organization provided your email address.

4. Legal Basis for Processing

We process your personal data on the following legal bases under GDPR Atrticle 6:

4.1. Performance of a contract (Article 6(1)(b)): Processing is necessary to provide the Service to you and to fulfill our contractual
obligations under the Terms and Conditions and the Data Processing Agreement.

4.2. Legitimate interests (Article 6(1)(f)): Processing is necessary for our legitimate interests, including:

e Ensuring the security and integrity of the Service

Improving and developing the Service
e Communicating with you about your account and the Service
e Preventing fraud and abuse

4.3. Legal obligation (Article 6(1)(c)): Processing is necessary to comply with legal obligations, such astax and accounting requirements.

4.4. Consent (Article 6(1)(a)): Where required, we will obtain your explicit consent before processing personal data. You may withdraw
consent at any time by contacting us.

5. Purpose of Processing

We process your personal data for the following purposes:

5.1. Service delivery: To provide, maintain, and operate the Lean Maintenance Scheduler, including user authentication, data storage,
and feature functionality.

5.2. Account management: To create and manage your account, verify your identity, and manage company registration.

5.3. Billing and payments: To process subscriptions, manage billing cycles, and handle payment-related communications through
Stripe.

5.4. Support: To respond to support tickets, resolve issues, and communicate with you about the Service.
5.5. Service improvement: To analyze usage patterns (in aggregate, non-personally identifiable form) to improve the Service.
5.6. Legal compliance: To comply with applicable laws, regulations, and legal processes.

5.7. Security: To detect, prevent, and respond to security incidents, fraud, and abuse.

6. Data Retention

6.1. Active accounts: We retain your personal data for aslong as your account is active and you have a valid Subscription.

6.2. After termination: Upon termination of your Subscription or account deletion, we retain your personal data fora maximum of 30
daysto allow for data export, after which it is permanently deleted from all active systems. Data in backup systemsis deleted within the
same retention period.

6.3. Legal requirements: We may retain certain data for longer periods where required by applicable law (e.g., tax and accounting
records as required by Estonian law).

6.4. Development environment: Data in the development/testing environment is wiped periodically (approximately monthly) and carries
no retention guarantees.



6.5. Support tickets: Support ticket data is retained for the duration of the account plus the 30-day post-termination period.

7. Data Sharing and Subprocessors

7.1. No selling of data: We do not sell, rent, or trade your personal data to third parties.

7.2. Subprocessors: We use the following third-party services to provide the Service. Each subprocessor is bound by data protection
obligations equivalent to those in our Data Processing Agreement:

e MongoDB Atlas — Database hosting and data storage (EU region)

e Stripe, Inc. — Payment processing and subscription management (US-based, with Standard Contractual Clauses)
e Custom SMTP Server (A2 Hosting LLC) — Email delivery for authentication and notifications (EU, Netherlands)
e SuperTokens (self-hosted) — Authentication service infrastructure (self-hosted by us)

For full details, see our Subprocessor List v1.1 (March 2026) (subprocessors.md).

7.3. Legal disclosure: We may disclose your personal data if required by law, regulation, legal process, or governmental request.

7.4. Business transfers: In the event of a merger, acquisition, or sale of assets, your personal data may be transferred to the acquiring
entity, subject to the same privacy protections described in this policy.

8. International Data Transfers

8.1. Primary storage: Your personal data is primarily stored in the European Union (EU) region via MongoDB Atlas.

8.2. Stripe transfers: Payment data is processed by Stripe, Inc., which is based in the United States. These transfers are protected by
Standard Contractual Clauses (SCCs) approved by the European Commission, as part of Stripe's Data Processing Agreement.

8.3. Safeguards: All international transfers of personal data are subject to appropriate safeguardsin accordance with GDPR Chapter V,
including:

e Adequacy decisions by the European Commission
e Standard Contractual Clauses (SCCs)
e Additional technical and organizational measures

9. Your Rights Under GDPR

As a data subject, you have the following rights under the General Data Protection Regulation:
9.1. Right of access (Article 15): You have the right to request a copy of the personal data we hold about you.
9.2. Right to rectification (Article 16): You have the right to request correction of inaccurate orincomplete personal data.

9.3. Right to erasure (Article 17): You have the right to request deletion of your personal data ("right to be forgotten"), subject to legal
retention requirements.

9.4. Right to restriction of processing (Article 18): You have the right to request that we limit how we process your personal data.

9.5. Right to data portability (Article 20): You have the right to receive your personal data in a structured, commonly used, and machine-
readable format.

9.6. Right to object (Article 21): You have the right to object to the processing of your personal data based on legitimate interests.

9.7. Right to withdraw consent: Where processing is based on consent, you have the right to withdraw consent at any time without
affecting the lawfulness of processing carried out before withdrawal.

9.8. How to exercise your rights: To exercise any of these rights, please contact us at contact@nationsoverload.com. We will respond to
your request within 30 days, or such shorter period as required by applicable law.

9.9. Right to lodge a complaint: You have the right to lodge a complaint with a supervisory authority, in particular in the EU/EEA
Member State of your habitual residence, place of work, or place of the alleged infringement. The Estonian supervisory authority is:

Andmekaitse Inspektsioon (Estonian Data Protection Inspectorate)
Website: https://www.aki.ee/
Email: info@aki.ee

10. Cookies and Tracking
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10.1. SaaS Application: The Lean Maintenance Scheduler application uses only strictly necessary cookies for authentication and session
management (via SuperTokens). These are functional cookies required for the Service to operate and do not require consent under the
ePrivacy Directive (2002/58/EC).

10.2. No analytics or tracking in the application: We do not use any analytics, tracking, or advertising cookies or technologies within the
Saa$ application. We do not track your behavior within the application for advertising purposes.

10.3. Marketing website: Our marketing website at https://leanmaintenance.net/ (powered by WordPress) may use additional cookies,
including Google Analytics. These are managed separately through the cookie consent banner on that website and are not related to the
SaaS application.

10.4. For more details, please see our Cookie Policy (Cookie-Policy.md).

11. Children's Privacy

11.1. The Service is not directed at individuals under the age of 16. We do not knowingly collect personal data from children under 16.

11.2. If we become aware that we have collected personal data from a child under 16 without appropriate consent, we will take steps to
delete that data promptly.

11.3. If you believe that a child under 16 has provided us with personal data, please contact us at contact@nationsoverload.com.

12. Security

12.1. We implement appropriate technical and organizational measures to protect your personal data against unauthorized access,
alteration, disclosure, or destruction. These measuresinclude:

e Encryption of data in transit (TLS/SSL) and at rest
Role-based access controls and authentication mechanisms
e Regular security updates and patches
Monitoring and logging of access to personal data
e Regular backups and disaster recovery procedures

12.2. For a detailed description of our security measures, please refer to Section 8 of the Data Processing Agreement (Data-Processing-

Agreement.md).

12.3. While we strive to protect your personal data, no method of transmission over the internet or electronic storage is 100% secure. We
cannot guarantee absolute security.

13. Changes to This Privacy Policy

13.1. We may update this Privacy Policy from time to time to reflect changesin our practices, technologies, legal requirements, or other
factors.

13.2. If we make material changes, we will notify you by:

e Sending a notification to the email address associated with your account, or
e Displaying a notice within the Service

13.3. The "Version" and "Date" at the top of this document indicate the most recent revision.

13.4. Your continued use of the Service after the effective date of the revised Privacy Policy constitutes your acceptance of the changes.

14. Contact Information

If you have any questions, concemns, or requests regarding this Privacy Policy or our data processing practices, please contact us:

e Company: Nations Overload OU

e Address: Harju maakond, Tallinn, Lasnaméae linnaosa, L66tsa tn 5 // Sepapaja tn 4, 11415
e Email: contact@nationsoverload.com

e Website: https://leanmaintenance.net/

Related Documents

e Termsand Conditions (Terms-and-Conditions.md)
e Data Processing Agreement (Data-Processing-Agreement.md)
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e Cookie Policy (Cookie-Policy.md)
e Subprocessor List v1.1 (March 2026) (subprocessors.md)
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