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This document l ists all Subprocessors engaged by Nations Overload OÜ ("Processor") to process personal data on behalf of customers
("Controllers") in connection with the Lean Maintenance Scheduler service.

Processor wil l notify Controllers of any changes to this l ist in accordance with Section 6.3 of the Data Processing Agreement.

Current Subprocessors

1. MongoDB Atlas

Serv ice Prov ided: Database hosting and data storage
Data Location: European Union (EU) region
Future Locations: United States (US) region (separate database, if implemented)
Purpose: Primary database service for storing all application data, including personal data
Transfer Mechanism: Data stored in EU region. If US region is used in the future, Standard Contractual Clauses (SCCs) wil l be
implemented.
Contact/Website: https://www.mongodb.com/cloud/atlas
Data Processing Agreement: MongoDB Atlas Terms of Service and Data Processing Addendum

2. Stripe, Inc.

Serv ice Prov ided: Payment processing and subscription management
Data Location: United States
Purpose: Processing payment transactions, managing subscriptions, and handling bil l ing information
Personal Data Processed:

Customer identifiers (Stripe Customer IDs)
Subscription status and bil l ing periods
Payment-related metadata
Company bil l ing addresses (as provided by Controller)

Transfer Mechanism: Standard Contractual Clauses (SCCs) as part of Stripe's Data Processing Agreement
Contact/Website: https://stripe.com
Data Processing Agreement: Stripe Data Processing Agreement (includes SCCs)
Priv acy Policy: https://stripe.com/privacy

3. Custom SMTP Server

Serv ice Prov ided: Email delivery service for authentication and notifications
Data Location: A2 Hosting LLC - EU, Netherlands
Purpose: Sending authentication emails (passwordless login), invitation emails, and system notifications
Personal Data Processed:

Email addresses
Email content (invitation messages, notification messages)

Transfer Mechanism: Dependent on SMTP provider location and agreements
Contact/Website: https://hosting.com/
Note: If using a third-party SMTP service (e.g., SendGrid, Mailgun, AWS SES), this entry should be updated with specific
provider details.

4. SuperTokens (Self-Hosted)

Serv ice Prov ided: Authentication service infrastructure
Data Location: Processor's production deployment hosted on Upcloud (Ubuntu) (SuperTokens application server).
Purpose: User authentication, session management, and user metadata storage
Personal Data Processed:

Email addresses (for authentication)
User metadata
Session tokens
Authentication credentials



Database: MySQL (separate production MySQL instance hosted on hosting.com; Processor-controlled)
Transfer Mechanism: N/A (self-hosted / Processor-controlled service)
Contact/Website: https://supertokens.com
Note: SuperTokens is self-hosted by Processor on Upcloud (Ubuntu). The SuperTokens MySQL database is hosted on
hosting.com. Docker is used only for local development. This is documented here for transparency and does not represent a
separate third-party Subprocessor.

Subprocessor Addition Process

When Processor intends to add a new Subprocessor:

1. Processor wil l notify Controller in writing (email or through the Service dashboard)
2. Controller has 30 days to object to the addition
3. If Controller objects, Processor wil l work with Controller to find a mutually acceptable solution
4. If no solution is found, Controller may terminate the affected part of the Service
5. If Controller does not object within 30 days, the new Subprocessor wil l be added to this l ist

Subprocessor Agreements

All Subprocessors are bound by written agreements that impose data protection obligations equivalent to those in the Data Processing
Agreement, including:

Processing only on documented instructions
Confidentiality obligations
Appropriate security measures
Data breach notification requirements
Assistance with data subject rights
Data return and deletion obligations

Updates to This List

This Subprocessor l ist wil l  be updated whenever:

A new Subprocessor is added
A Subprocessor is removed or replaced
There are material changes to a Subprocessor's services or data locations

Controllers wil l be notified of updates in accordance with Section 6.3 of the Data Processing Agreement.

Questions

For questions about Subprocessors or to request additional information, please contact:

Email: contact@nationsoverload.com
Company: Nations Overload OÜ


